
IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. XX, NO. X, APRIL 2024 1

LoPhy: A Resilient and Fast Covert Channel over
LoRa PHY

Boya Liu, Student Member, IEEE, Chaojie Gu, Member, IEEE,
Shibo He, Senior Member, IEEE, and Jiming Chen, Fellow, IEEE

Abstract—Covert channel, which can break the logical protec-
tions of the computer system and leak confidential or sensitive
information, has long been considered a security issue in the net-
work research community. However, recent research has shown
that cooperative agents can use the “covert” channel to augment
the communication of legitimate applications, rather than by ad-
versaries seeking to compromise computer security. This further
broadens the potential applications of covert channels. Despite
this, the design and implementation of covert channels in the
context of Low Power Wide Area Networks (LPWANs) have not
been widely discussed. Current state-of-the-art uses On-off keying
(OOK) on LoRa PHY to create a covert channel, but this channel
has limited transmission distance and capacity. In this paper, we
propose LoPhy, a resilient and fast covert channel over LoRa
physical layer (PHY). LoPhy uses the Chirp Spreading Spectrum
(CSS) modulation scheme to increase its resilience and explore the
trade-off between the covert channel’s capacity and the legitimate
channel’s resilience. We implement the proposed covert channel
on off-the-shelf devices and software-defined radios and show that
LoPhy achieves a 0.57% bit error rate at a distance of 700m with
slight impact on legitimate channel’s performance. Moreover, we
present two applications enabled by LoPhy to demonstrate the
potential of LoPhy. Compared with the state-of-the-art, LoPhy
brings up to 18× reduction of bit errors and 63× gain on noise
resilience.

Index Terms—Covert communication, LoRa

I. INTRODUCTION

RECENT decades have witnessed the prosperous develop-
ment of Internet-of-things (IoT) in many areas, including

public services, smart cities, smart agriculture, industrial man-
ufacturing, etc. Low Power Wide Area Network (LPWAN),
an emerging wireless IoT technology that supports long-
distance communication up to several kilometers, significantly
increases the connectivity and efficiency of IoT. Among exist-
ing LPWAN technologies (including NB-IoT [2], SigFox [3],
and Weightless-P [4]), LoRaWAN [5] stands out due to its
open data link standard, use of license-free Industrial Scientific
Medical (ISM) bands, and the independence from managed
infrastructures provided by Internet Service Provider (ISP).
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In past years, tremendous efforts have been devoted to
improving the performance of LoRaWAN and its physical
layer standard LoRa, including energy consumption optimiza-
tion [6], communication range extension [7], multiple access
mechanisms [8], and collision resolving [9], [10]. Additionally,
many innovative applications based on LoRa/LoRaWAN have
been developed, including target localization and tracking [11],
[12], [13], long-range sensing [14], [15], and aggregate queries
retrieving [16]. Except for the aforementioned studies on
performance improvement and pilot application development,
the security of LoRa/LoRaWAN also is a critical research
problem. Despite the common threats that computer commu-
nication faces (e.g., jamming and replay attack [17], imperson-
ating attack [18], key compromising attack [19]), the covert
channel attack has been merely discussed. The LoRaWAN
security mechanism protects the upper layer except for the
physical layer, i.e., LoRa, which makes LoRa vulnerable to
the covert channel attack [20]. The covert channel is defined
as a channel that is not intended for information transfer but
can leak sensitive information [21]. The state-of-the-art covert
channel over LoRa is CloakLoRa [20], which employs On-
Off Keying (OOK) to modulate information on the amplitude
of LoRa. However, CloakLoRa has a limited communication
range because OOK is known as not resilient to noise [20].
Moreover, CloakLoRa attenuates the transmission power
to create different symbols. The power restriction on the
ISM band [22], along with the power attenuation limits the
communication range of CloakLoRa. CloakLoRa achieves
a 250m communication range.

In this paper, we present LoPhy (LPWAN over LoRa
PHY), a resilient and fast covert channel over LoRa physical
layer (PHY). This work is primarily motivated by scenarios
where the “covert” channel is used by cooperative agents
to augment the communication of legitimate applications,
as opposed to being used by an adversary. The long-range
communication capability of LoRa is enabled by Chirp Spread
Spectrum (CSS) modulation. As a spread spectrum modulation
technique, CSS uses its entire allocated bandwidth to broadcast
a signal, making it robust to channel noise and resistant to
multi-path fading [23]. Similarly, we revisit the design covert
channel over LoRa PHY with CSS to boost the communication
range. LoPhy modulates covert information as chirps into the
amplitude of LoRa signals. Moreover, unlike the networking
technologies used for legitimate channels, LoPhy does not
have to follow standards to regulate its parameters and thus
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has a larger feasible space for parameter selection. Compared
with LoRa, LoPhy supports a smaller spreading factor (e.g., 3,
4, 5), which enables fast data transmission due to the nature of
CSS. The spreading factor used in the proposed covert channel
does not need to follow the regulation in LoRa/LoRaWAN
standards. Further, we demonstrate how LoPhy enables two
new applications, i.e., channel aggregation and data times-
tamping, which help improve the throughput and save energy
of the legitimate channel.

The design of LoPhy is challenging due to three practical
issues. The first challenge is the absence of the imaginary
part in the LoPhy chirp. CSS performs de-chirping, a signal
processing technique, on the received chirp to converge the
energy spreading over the entire bandwidth to get signal-
to-noise ratio (SNR) gain. The input variables required by
the de-chirping operation are complex values. However, as
LoPhy modulates the LoRa signal’s amplitude that is a
real value, its chirp cannot be de-chirped and thus achieves
SNR gain. Since the LoPhy’s carrier signal, i.e., LoRa, is a
double-sideband (DSB) signal, we cannot apply the Hilbert
transform to obtain the imaginary part like single-sideband
(SSB) signals, e.g., sound. To enable de-chirping in LoPhy,
we propose an imaginary part generation method based on
detailed analysis, which enables de-chirping for LoPhy chirps
and gains noise resilience. The second challenge is quantifying
the impact of the power adjustment on the covert channel.
LoPhy embeds its chirps by adjusting the transmission power
of the end device, which may affect the performance of the
covert channel and break the transmission power restriction
on ISM bands. To suppress side effects on the covert channel
caused by power adjustment, we discuss the possible power
adjustment approaches and analyze their impacts, which guide
the covert channel configuration. Another challenge is the
compatibility with commercial off-the-shelf (COTS) LoRa end
devices. It is impossible for a COTS LoRa end device to adjust
its instantaneous power. LoPhy tackles this challenge with a
specifically designed approximate chirp synthesization using
a radio frequency programmed attenuator.

We implement the prototype of LoPhy transmitter and
receiver. LoPhy adds a radio frequency programmed atten-
uator to a COTS LoRa end device as the transmitter. We
use a low-cost receive-only SDR dongle (i.e., RTL-SDR) to
receive the covert signal. We conduct extensive indoor and
outdoor experiments (up to 1 km) to evaluate the performance
in various settings. Our result shows that our prototype can
build a super resilient covert channel with low bit error
rates when the transmitter and receiver are separated up to
900m. Meanwhile, the communication of the covert channel
slightly affects that of the legitimate channel. Besides, we also
conduct experiments and simulations to compare LoPhy with
the state-of-the-art system, i.e., CloakLoRa. Experimental
results show that LoPhy and CloakLoRa achieve 1.917%
BER and 36.694% BER at the distance of 500m, respectively.
Simulational results indicate that LoPhy brings 63× gain on
noise resilience with respect to CloakLoRa. In addition, we
also explore the maximum bandwidth and data rate of LoPhy
with extensive simulations in various parameter settings and
channel conditions. The simulational results show that the

bandwidth of LoPhy can reach 250 kHz on average and the bit
rate is the same order of magnitude as the legitimate channel.

In summary, our work makes three major contributions:
• We study a new covert channel LoPhy over LoRa physical

layer which is super resilient to noise and compatible with
the legitimate LoRa channel.

• We implement the LoPhy on COTS devices and con-
duct extensive experiments and simulations to evaluate
its performance. Compared with the state-of-the-art (i.e.,
CloakLoRa), LoPhy is more resilient to noise (63×) at
the same throughput (200 bps).

• We present two new applications enabled by LoPhy, which
help improve the throughput and save energy of the legiti-
mate channel.
The rest of this paper is organized as follows. §II introduces

the primer of modulation, demodulation, and frame structure
in LoRa. §III provides an overview of LoPhy and challenges.
§IV presents the design of LoPhy. §V presents a detailed
analysis and implementation of LoPhy. §VI presents the
experimental and simulational results under different condi-
tions. §VII studies the potential applications of LoPhy. §VIII
reviews related work. §IX discusses several issues. Finally, §X
concludes this paper.

II. LORA PRIMER

LoRa adopts Chirp Spread Spectrum (CSS) scheme at
its PHY. In this section, we will introduce the preliminary
knowledge of CSS modulation, demodulation, and LoRa frame
structure.

Fig. 1: The spectrogram of a typical LoRa frame.

Modulation. In CSS modulation, the signal is modulated as
chirps. Each chirp sweeps a specified bandwidth BW linearly
with time during its symbol time Ts. An up-chirp starting
from its initial frequency linearly increases in frequency over
time, reaches the maximum frequency fmax, wraps around,
and continues sweeping from the minimum frequency fmin

back to its initial frequency, while a down-chirp is the opposite.
A base up-chirp, denoted by C0(t), whose frequency increases
from −BW

2 to BW
2 , can be mathematically expressed by

f (t) = f0 + k · t = −BW
2 + BW

Ts
t;0 ≤ t ≤ Ts;Ts =

2SF

BW ,

C0 (t) = ej
∫
2πf(t)dt = ej2πt(−

BW
2 +BW

2Ts
t),

(1)
where SF is the spreading factor. Given an SF , CSS uses
different initial frequencies of chirps to represent different SF -
bit symbols. To achieve this, CSS evenly divides the BW into
2SF bins as different initial frequencies, denoted by fφ, where
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Fig. 2: LoPhy: a resilient and fast covert channel over LoRa PHY.

φ ∈
{
0, 1, · · · , 2SF − 1

}
. CSS shifts the initial frequency of

the base up-chirp (Eq. 1) to fφ to represent different symbols.
Thus, an up-chirp whose initial frequency is fφ and amplitude
is A(t) can be denoted as

Cφ (t) = A(t) · C0 (t) · ej2πfφt. (2)

Demodulation. A received chirp can be denoted as
C ′

φ (t) = Cφ (t) + n(t), where n(t) is noise. To retrieve the
encoded data, the receiver estimates the initial frequency fφ
of the chirp. Specifically, as shown in Eq. 3, the receiver first
performs a de-chirping process by multiplying the received
chirp with a local-generated base down-chirp, denoted by
C0

∗(t),
C ′

φ (t) · C0
∗ (t) = A(t) · ej2πfφt + n(t)C0

∗ (t) . (3)
After de-chirping, the received signal is transformed to a

sinusoid of constant frequency fφ which is exactly the initial
frequency of the chirp Cφ. Thus, the receiver recovers the
frequency fφ by locating the peak of a 2SF points FFT of the
de-chirped signal in Eq. 3, which can be expressed by

φ
[
C ′

φ (t)
]
= argmax

{
FFT

[
C ′

φ (t) · C0
∗ (t)

]}
, (4)

where φ[C ′
φ(t)] represents the peak location in the FFT

result. By comparing energy intensity across all FFT bins, the
receiver can detect the FFT peak location and recover fφ. In
contrast, since the frequency of base down-chirp C0

∗(t) varies
with time, the energy of the second part in Eq. 3 spreading
over the whole bandwidth after de-chirping, leading to a low
energy intensity. As a result, de-chirping helps the received
signal converge its energy and achieve SNR gain.

LoRa frame. Fig. 1 presents the spectrogram of a typical
LoRa frame, which consists of four parts: a preamble of 8
base up-chirps (by default), a sync word of 2 up-chirps, a
Start Frame Delimiter (SFD) of 2.25 base down-chirps, and a
payload of multiple data chirps.

III. LOPHY OVERVIEW

In this section, we provide an overview of LoPhy and
challenges. LoPhy aims to build a resilient covert chan-
nel over LoRa PHY while not affecting legitimate channel
communication. Fig. 2 presents the system architecture of
LoPhy. In the transmitter, the covert chirp is modulated and
embedded into the modulated legitimate chirp. After receiving
the signal, the legitimate receiver does not inspect the ampli-
tude information and performs demodulation as usual. The
covert receiver requires two additional steps, i.e., amplitude
extraction and imaginary part generation, before applying the
standard demodulation approach.

To achieve such a design, we address the following chal-
lenges. (1) Generating the absent imaginary part: LoPhy

generates the imaginary part of the received signal, which is
unavailable because the amplitude is a real value. With the
generated imaginary part, the SNR of the received LoPhy
chirp can be further boosted by de-chirping. (2) Understand-
ing the impact of power adjustment: LoPhy modulates covert
chirps into the amplitude of the LoRa frame by adjusting the
transmission power of the end node. LoPhy selects its power
adjustment schemes according to regulations on ISM bands.
(3) Accommodating LoPhy to COTS devices: To implement
LoPhy using COTS LoRa end devices, LoPhy modulates the
chirp by approximating a sequence of discrete frequency levels
using a radio frequency programmed attenuator.

IV. DESIGN OF LOPHY

In this section, we describe the design of LoPhy, including
modulation (§IV-A), demodulation (§IV-B), and fine tuning
for packet detection and reception (§IV-C).

A. Modulation of Covert Channel

Covert chirp modulation. LoPhy aims to embed the covert
information in LoRa PHY. LoPhy adopts CSS modulation to
enhance the noise resilience of the covert channel. Ideally,
chirps of the covert channel can be formulated as

C0c (t) = ej
∫
2πfc(t)dt,

Cφc (t) = Ac(t)·C0c (t) · ej2πfφc t,
Rφc

(t) = Re [Cφc
(t)] ,

0 ≤ t ≤ Tsc , Tsc = 2SFc

BWc
,

(5)

where C0c(t) and Cφc(t) are base up-chirp (Eq. 1) and
data chirp (Eq. 2), respectively. Similar to the legitimate
channel, the covert channel has its own bandwidth BWc and
spreading factor SFc. Thus, φc ∈

{
0, 1, · · · , 2SFc − 1

}
. Note

that LoPhy works on LoRa PHY by embedding the covert
information into the amplitude of the power level of the
legitimate channel, it cannot adopt a “full” CSS modulation
due to the imaginary part of the chirp being unavailable. As a
result, in practice, we can only get the real part of the covert
chirp, which is denoted by Rφc

(t) in Eq. 5.
Covert chirp embedding. To embed the covert chirps,

LoPhy modulates the amplitude of the power level of LoRa
chirps with CSS. Note that such an amplitude modulation
is performed on channels where frequency modulation has
already been completed. Thus, the covert channel embedding
does not affect the initial frequency of the legitimate LoRa
chirp because it is a process of scaling each sample point.
When the covert channel has a high bandwidth, it may in-
troduce new frequency components. However, the de-chirping
procedure can converge the spectrum power of a chirp to a
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Fig. 3: Comparison of power level of a LoRa chirp (SF = 12,
BW = 125 kHz) before and after embedding.
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(c) Spectrogram after embedding

0 5 10 15 20 25 30
PHY samples (×103 N)

1.00
0.75
0.50
0.25
0.00
0.25
0.50
0.75
1.00

R
ea

l p
ar

t a
m

pl
itu

de

(d) I-value after embedding

Fig. 4: Comparison of the spectrogram, I-value of a LoRa chirp
(SF = 12, BW = 125 kHz) before and after covert channel
embedding.

certain frequency point, which is much greater than the power
of the introduced frequency components. In the following
sections, we denote chirps in the covert channel and the
legitimate channel as covert chirp (of LoPhy) and legitimate
chirp (of LoRa), respectively.

Fig. 3(a) presents the amplitude of the power level of a
legitimate chirp. For simplicity, denote the amplitude of the
power level as amplitude in the following sections. Ideally, the
amplitude of the legitimate chirp, denoted by A(t), remains
unchanged over its symbol time. Note that the amplitude of a
signal is not a complex value. Thus, to embed the covert chirp
in the amplitude, we use the real part of the covert chirp (i.e.,
I-value) to replace the original A(t) of the legitimate chirp.
After embedding, the legitimate chirp with covert information
can be represented as

Rφc
(t) · C0 (t) · ej2πfφt. (6)

Fig. 3(b) shows the chirp amplitude after embedding. The
amplitude changes over time and the shape of the wave-
form is the beginning part of the I-value of the covert
chirp. Fig. 4 compares the chirp before and after embedding
by showing the spectrogram and I-value. Compared with
Fig. 4(a), Fig. 4(c) presents explicitly darker samples between
10-15(×103), which corresponds to the lower power level of
samples between 10-15(×103) in Fig. 3(b). Fig. 4(d) also has
lower absolute values at the same positions compared with
Fig. 4(b). These figures show the signal after embedding from
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Fig. 5: Demodulation process of the covert channel.

different aspects.

B. Demodulation of Covert Channel

The right part of Fig. 2 summarizes the covert channel
demodulation process. Compared with the demodulation pro-
cess of the legitimate channel, the covert channel requires two
additional steps, i.e., amplitude extraction and imaginary part
generation. Note that the real part of the covert chirp signal
is already on the baseband. Thus, we do not need to perform
extra signal processing to achieve down-conversion.

Amplitude extraction. For the legitimate receiver, it will
not inspect the amplitude of the packet because it is a
standard end device. Differently, the covert receiver inspects
the amplitude information as shown in Fig. 5(a). Specifically,
the amplitude of the received LoRa frame is computed by

A(t) = I(t)2 +Q(t)2, (7)
where I(t) and Q(t) are the in-phase and quadrature values
captured by covert receivers.

Imaginary part generation. Recall that the covert chirp is
embedded into the amplitude, which is a real value. However,
in CSS modulation, the receiver needs both the real part and
the imaginary part to converge the spectrum power of a chirp
to a certain frequency point. To achieve such an SNR gain, the
receiver needs to generate the corresponding imaginary part
according to the real part. However, as LoPhy leverages LoRa
as the carrier wave, which is a DSB signal, we cannot directly
apply the Hilbert transform to get the imaginary part. This is
because the Hilbert transform introduces different phase shifts
for different frequency parts of the DSB signal, i.e., 90◦ for the
upper sideband and −90◦ for the lower sideband, which would
not generate the imaginary part of the signal as expected. To
this end, we propose an imaginary part generation method as
follows.

In CSS modulation, the real part and the imaginary part
of a chirp share the same phase, as shown in Eq. 8. Thus,
we can perform an arccos operation to the real part to
calculate the shared phase and then perform a sin operation
to get the corresponding imaginary part. Though the quadrant
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Fig. 6: The frame structure of LoPhy.

information of the phase is lost, the frequency information is
preserved, which is enough for accurate demodulation. We will
analyze this issue in §V-A. Fig. 5(b) shows a locally generated
imaginary part.

cosφ+ sinφ · j = C,

Iφc
(t) = sin {arccos [Rφc

(t)]}.
(8)

After we have the imaginary part, we can use the local-
generated covert base down-chirp to perform the de-chirping
and retrieve the covert information. Fig. 5(c) and Fig. 5(d)
present the de-chirping result and FFT result, respectively.
Fig. 5(d) shows the frequency domain representation of the
product in the time domain (Fig. 5(c)), with a corresponding
peak on the first FFT bin (index 0).

C. Covert Channel Fine Tuning

LoPhy framing. As shown in Fig. 6, a LoPhy frame
consists of two parts, a sync word of a base covert up-chirp and
a base covert down-chirp, a payload of multiple data chirps.
Note that we cannot distinguish the covert up-chirp and the
covert down-chirp according to their real parts, which are the
same. Thus, the unique pattern of sync word is set to be a
covert up-chirp and the opposite number of a covert down-
chirp. The LoPhy frame does not contain a preamble because
LoPhy modulates the amplitude of the legitimate channel,
which means the receiver does not need to utilize preamble
to correct the carrier frequency offset (CFO) [24]. In LoPhy,
the covert chirp modulation is started from the beginning of
the LoRa frame.

Frame detection. To detect the LoPhy frame, the receiver
uses a two-step approach: (1) Legitimate LoRa frame de-
tection: As shown in Fig. 1, the last up-chirp of the sync
word and the first down-chirp of the SFD exhibit a unique
“peak” pattern, which can be taken as a template. At run
time, the receiver performs cross-correlation on the received
signal and locates the LoRa frame. Note that the LoRa frame
detection can be implemented in multiple ways, including
folding [25], Schmidl-Cox algorithm [26], and deep learning
[11]. (2) Covert LoPhy frame detection: We can use a similar
approach in the standard LoRa for detection. As shown in
Fig. 6, the sync word in the LoPhy frame exhibits a unique
pattern. However, as mentioned in §IV-A, the covert chirp
which only has real parts is different from the regular chirp,
which means that the receiver cannot distinguish between the
covert up-chirp and the covert down-chirp. Thus, we use a
covert up-chirp and the opposite number of covert down-chirp
as the template for correlation. With this prior knowledge, the
receiver locally generates the template and performs cross-

correlation with the received signal. Additionally, we can
leverage GPU to accelerate the frame detection process [11].

V. ANALYSIS AND IMPLEMENTATION

In this section, we provide a detailed analysis of LoPhy to
answer the following questions.
• Q1 (§V-A): How much information is lost during the

imaginary part generation process?
• Q2 (§V-B): How does power adjustment caused by the

covert channel embedding affect the performance?
• Q3 (§V-C): How to apply LoPhy for COTS LoRa end

devices?

A. Impact of Information Loss

Since the amplitude is a real value, LoPhy embeds and
transmits the real part of the covert chirp and discards the
imaginary part. The imaginary part needs to be generated
locally at the receiver side to enable de-chirping in the covert
channel. Fig. 7(a) compares the original imaginary part and
the generated one. The generated imaginary part retains the
positive part corresponding to the original signal but modifies
the negative part to its opposite number. As shown in Eq.
8, mathematically, arccos is a multivalued function and is
ruled to choose the value in [0, π]. Therefore, the quadrant
information of the phase φ is lost. In this section, we theoret-
ically and experimentally analyze the information loss in the
imaginary part generation. The analysis results help us better
understand the rationale behind LoPhy and assist optimal
parameter configuration for LoPhy.

Analysis. To understand the impact of the information loss
due to imaginary part generation, we mathematically deduce
demodulation processes of a standard up-chirp (denoted by
Cφc

) and an up-chirp with a local-generated imaginary part
(denoted by Ĉφc ) in the covert channel. The standard up-chirps
(Eq. 5) can be transformed to trigonometric representation
by Euler’s formula to Eq. 9, and the standard down-chirp is
also transformed in the same way. For simplicity, parts of the
formulas are abbreviated to α and β, respectively.
Cφc

(t) =C0c (t) · ej2πfφc t

=cos 2π

(
fφc

− BWc

2
+

BWc
2

2 · 2SFc
t

)
︸ ︷︷ ︸

α

t+ j · sin2παt,

C0c
∗ (t) =ej2πt(

BWc
2 − BWc

2

2·2SFc
t)

=cos 2π

(
BWc

2
− BWc

2

2 · 2SFc
t

)
︸ ︷︷ ︸

β

t+ j · sin2πβt.

(9)
Accordingly, the generated imaginary part in Fig. 7(a) can be
expressed by the absolute value of the original one. The de-
chirping of an up-chirp with a local-generated imaginary part
Ĉφc

can be expressed by

Ĉφc
(t) · C0c

∗ (t)

= [cos 2παt+ j · |sin 2παt|] · [cos 2πβt+ j · sin 2πβt] .
(10)

The absolute value sign of sin(·) in Ĉφc
affects the product

of de-chirping. Let |sin 2παt| = 0, we can segment the signal
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Fig. 7: Intermediate results comparison of demodulating a
covert chirp with the original imaginary part and the generated
imaginary part.

to choose the original value or opposite value to get rid of the
absolute value sign as shown in Eq. 11,

ti = 2SFc−1 · 1±
√
1− 22−SFc · k
BWc

; 0 ≤ t ≤ 2SFc

BWc
; k ∈ Z,

|sin 2παt| =
{

− sin 2παt; t ∈ t1
sin 2παt; otherwise

,

(11)
where t1 is just a symbol and the specific value range of t in
Eq. 11 is to be confirmed according to the relationship between
the original value and the generated value. For example, as
Fig. 7(a) shows, for this set of parameters, k is calculated to
be k ∈ [0, 8], k ∈ Z and t1 ∈ [t2m−1, t2m)∪ [t2n, t2n+1),m ∈
[1, 4], n ∈ [5, 8]. After segmentation and sign determination,
the part equal to the original value is demodulated and
corresponds to the single peak fφc , while the part equal to
the opposite value is demodulated differently as follows

Ĉφc
(t) · C0c

∗ (t)
= [cos 2παt− j · sin 2παt] · [cos 2πβt+ j · sin 2πβt]
= cos 2π(β − α)t+ j · sin 2π(β − α)t

= ej2π(β−α)t = ej2π(BWc−fφc−
BWc

2

2SFc
t)t.

(12)
The result shows that there are a series of frequency values

according to t. Due to the variation of t, the peaks will be tiny
compared to the peak at fφc [27].

Simulation. To intuitively understand the impact of the
information loss, we use an example to illustrate. Consid-
ering that there is an up-chirp of fφc

= 0, SFc = 5,
BWc = 80Hz in the covert channel. Fig. 7(a) presents
original and generated Q values of the up-chirp in the covert
channel. Fig. 7(b) and Fig. 7(c) compare their de-chirping
products before and after decimation, respectively. According
to Fourier Transform, the signal shown in Fig. 7(c) can be
expressed by a linear combination of trigonometric functions
(sines and/or cosines). The BWc is evenly divided into 2SFc

bins as different initial frequencies, denoted by fφc, where
φc ∈

{
0, 1, · · · , 2SFc − 1

}
. The signal with frequency falling
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Fig. 8: Estimation error and decoding error of the covert chirp.

into the corresponding interval is supposed to have a peak in
the corresponding FFT bin. For the generated one, the majority
of the signal energy is converged on the first FFT bin whose
index is 0, and others are distributed to other frequencies. For
the original one, the energy of the whole bandwidth is on
the first FFT bin whose index is 0. Fig. 7(d) compares the
FFT results corresponding to the two different imaginary parts.
The FFT peak of the generated one at 0 is lower than the
original one but stands out largely compared to other small
peaks. Thus, although there is information loss caused by
the imaginary part generation, the remaining information is
enough for symbol decoding.

We further use two metrics to qualitatively characterize
the impact of the information loss, i.e., estimation error and
decoding error. The estimation error, denoted by EI,Q, is the
difference between the original signal and the generated one,
which can be expressed by

EI,Q = 1
N ·

∫ T

0

∥∥∥(Rφc (t) + Iφc (t))−
(
R̂φc (t) + Îφc

(t)
)∥∥∥2

2
dt

= 1
N ·

∫ T

0

[(
Rφc (t)− R̂φc (t)

)2

+
(
Iφc (t)− Îφc (t)

)2
]
dt,

(13)
where Rφc

(t), Iφc
(t), R̂φc

(t), Îφc
(t) respectively represent

the theoretical and estimated real part and imaginary part of
a covert chirp, and N represents the PHY samples.

For the decoding error, we calculate the error of the FFT
bin location by the difference of the argmax(·) of the FFT
ground truth and the estimated FFT, which can be expressed
by

EFFT =
∥∥∥argmax {FFT} − argmax

{
F̂FT

}∥∥∥
1
, (14)

where FFT and F̂FT represent the theoretical and estimated
value, respectively.

We add Additive White Gaussian Noise (AWGN) on the
covert channel to simulate different SNRs scenarios. Fig.
8(a) shows the results of the estimation error when SNR
ranges from -25dB to 20dB. The error decreases with better
SNR, which means that the estimation of the covert chirp is
approaching the ground truth gradually. Fig. 8(b) shows the
results of the decoding error, which represents the decoding ac-
curacy of the covert channel. When SFc = 5, BWc = 80Hz,
the error remains 0 with SNR ranging from -25dB to 20dB.
To illustrate the generality of the variation trend of FFT bin
error, we randomly select another set of parameters and plot
the results when SFc = 5, BWc = 64kHz, which shows that
with the increase of SNR, the error of the FFT bin decreases.
Overall, although the estimation error cannot reach 0 as the
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existence of channel noise, it does not affect the decoding
accuracy which is operating in the frequency domain.

B. Impact of Power Adjustment

In the process of modulation, LoPhy embeds the real part
of the covert chirp into the amplitude of the power level of
the legitimate chirp. We can further scale the waveform to
have different power ranges (i.e., varying the max and min
values of the signal power) to adjust the average power of
the covert chirp. Specifically, according to the comparison
between instantaneous powers of signals with and without
covert channel embedding, there are three cases, i.e., power
decay, power increase, and decay and increase combination.
In the case of power decay, the instantaneous power and
average power after embedding are lower than the original
power. In the case of decay and increase combination, the
instantaneous power after embedding may be higher or lower
than the original instantaneous power. Note that the ISM band
has a power restriction [22] and thus the average power of
the signal has an upper bound. Considering the case of power
increase, the average power is absolutely exceeding the upper
bound and thus fails to meet the regulation requirement, so
we skip the discussion on this case. In this section, we set the
parameters of the covert channel SFc = 5, BWc = 80Hz for
illustration.

Power decay. Fig. 9(a) illustrates the normalized powers
of signals with and without decay. We define the difference
between the minimum power with embedding and the original
power without embedding as modulation depth, denoted by d.
For example, d = −0.6 in Fig. 9(a). Fig. 9(b) shows the rela-
tionship between modulation depth and the total power ratio
of the signal after embedding to the signal before embedding.
With the increase in depth, the power ratio increases from 0.56
to 1. When d = 0, the power of the signal does not change
and thus the power ratio is 1. When d = −1, the minimum
power is 0 and the average power ratio between it with and
without embedding is 0.56, which means the covert chirp uses
56% power of the original chirp.

Decay and increase combination. Fig. 10(a) illustrates
the relationship between the power with and without the
combination of decay and increase after normalization. In this
case, the maximum value and minimum value of the signal
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Fig. 11: SER with different SNRs and BWs in the case of
decay.

with embedding are not fixed. We define down depth (down-
d) as the difference value between the original power without
embedding and the minimum value with embedding and up
depth (up-d) as the difference value between the maximum
value with embedding and the original power without embed-
ding. We adjust down-d and up-d to ensure the average power
with embedding (blue line in Fig. 10(a)) is equal to the original
average power of the signal without embedding (red line in
Fig. 10(a)). Fig. 10(b) shows the relationship between down-
d and up-d when the average power is equal to the original
average power. Just as we can see, with the increase of down-
d, the minimum value becomes lower and the up-d increases.
When down-d is 1 and the minimum value is lowered to be
nearly 0, up-d is calculated to be 0.78.

Fig. 11(a) and Fig. 11(b) show the Symbol Error Rate (SER)
of the covert channel with different SNRs and ds when SFc =
5, BWc = 80Hz and SFc = 5, BWc = 64 kHz, respectively.
We can see that with the increase of d, SER increases slightly.
Therefore, we can conclude that d has a negligible impact on
SER.

Impact on the frequency components. To embed the
covert chirps, LoPhy modulates the amplitude of the power
level of LoRa chirps with CSS. Note that such an ampli-
tude modulation is performed on channels where frequency
modulation has already been completed. Thus, the covert
channel embedding does not affect the initial frequency of
the legitimate LoRa chirp because it is a process of scaling
each sample point. Fig. 12(a) shows the spectrogram of the
legitimate channel before embedding. It shows a standard
legitimate LoRa up-chirp with linearly increasing frequency.
The brightness of the line is the same and consistent, meaning
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Fig. 13: Transmitter hardware implementation.

that the signal power is the same at each sampling point.
Fig. 12(b) and Fig. 12(c) illustrate the spectrogram of the
legitimate channel after embedding with BWc = 80Hz and
BWc = 250 kHz, respectively. Compared with Fig. 12(a),
Fig. 12(b) presents explicitly darker samples, representing
the attenuated portions resulting from the embedding of the
covert channel. Fig.12(c) indicates that the covert channel,
with a high bandwidth of BWc = 250 kHz, introduces new
frequency components. It is worth noting that Fig.12(b) does
not introduce explicit frequency components as it embeds
a covert channel with a low bandwidth of BWc = 80Hz.
Performing CSS modulation requires rapid changes in the
amplitude of the covert signal, which may introduce new
frequency components when the covert channel has a high
bandwidth. However, the de-chirping procedure will converge
the spectrum power of a chirp to a specific frequency point.
As shown in Fig. 12(d), although the peak corresponding to
the covert channel with higher bandwidth is slightly lower
than that of the covert channel with lower bandwidth, the
peaks are both much higher than other frequencies and they
stand out largely compared to other small peaks. This indicates
the existence of the introduced frequency components does
not affect the final distinction of symbols. Therefore, when
designing, users can use any of the supported bandwidth of
the covert channel, and the introduced frequency components

SF SNR Threshold
Before/After (dB) SF SNR Threshold

Before/After (dB)

7 -11.0 / -8.482 10 -19.0 / -16.482
8 -13.6 / -11.082 11 -21.7 / -19.182
9 -16.3 / -13.782 12 -24.4 / -21.882

TABLE I: Demodulation SNR threshold of the legitimate
channel before and after the embedding of the covert channel
when BW = 125kHz.

don’t affect the final decision.
Impact on the decoding accuracy. On the one hand, the

power adjusting of the covert channel also affects the decoding
accuracy of the legitimate channel. We use an example to help
understand its impact. In this example, we set d = −1 to let
the chirp in the legitimate channel lose as much power as
possible.

Fig. 12(d) shows the FFT results of the de-chirped chirp
of the legitimate channel with and without covert channel
embedding. From the figure, we can see that the peak which
represents energy accumulation over time after embedding is
lower than that without embedding but still stands out. It
proves to be unaffected on the final symbol distinction because
the FFT bin corresponding to the peak is not changed.

On the other hand, the frequency components introduced by
the embedding of a high bandwidth covert channel also impact
the decoding accuracy of the legitimate channel. As illustrated
in Fig. 12(d), the peak corresponding to the higher bandwidth
covert channel embedding is slightly lower compared to that
of the lower bandwidth covert channel. This phenomenon may
be attributed to the introduction of new frequency components
that disperse the energy across the FFT bins. However, it does
not affect the final distinction between symbols, as evidenced
by the unchanged location of the FFT peak.

Impact on the demodulation SNR threshold of the
legitimate channel. LoRa performs adaptive SF changing to
control the transmission energy and symbol error rate based
on SNR. From the perspective of LoRa, the embedded covert
channel can be regarded as “noise” when performing demod-
ulation. When adaptive SF changing is enabled, the additional
“noise” would slightly affect the demodulation boundary of the
legitimate channel, for example, the SNR boundary at which
the legitimate channel’s SF adaptively changes to SF + 1.

We perform a numerical analysis to quantitatively measure
the impact of the covert channel on the demodulation SNR
threshold of the legitimate channel. Fig. 9(b) illustrates that the
minimum power of the legitimate signal after embedding the
covert channel is approximately 0.56 times the original power.
The reduction between the SNRs of the legitimate channel
before and after embedding can be calculated as follows:
SNRbefore − SNRafter = 10 ∗ lg P

PN
− 10 ∗ lg 0.56∗P

PN

= −10 ∗ lg0.56 = 2.518,
(15)

where SNRbefore and SNRafter represent the SNR of the
legitimate channel before and after embedding the covert
channel. P and PN represent the signal power and noise power
of the legitimate channel before embedding.

The embedding of the covert channel results in a decrease
in the power of the signal. Therefore, the legitimate channel
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after embedding is more susceptible to noise, making the
current SF ineffective and changing to SF + 1 under higher
demodulation thresholds than before. Consequently, the SNR
thresholds for demodulation increase correspondingly. The
results of the demodulation SNR thresholds of the legitimate
channel before embedding [28] are presented in Table. I.
We calculated the changed thresholds by adding the SNR
difference in Eq. 15 to the original values and listed them in
Table. I. In conclusion, compared with the SNR thresholds of
legitimate LoRa, the covert channel brings a slight SNR loss
and has a slight impact on the demodulation SNR thresholds
of the legitimate channel. Thus, we suggest enabling the covert
channel when the link is stable and experiencing good channel
quality.

C. Implementation

1) Hardware: Although a LoPhy transmitter can be fully
implemented using software-defined radio (SDR) devices, e.g.,
USRP, it is not compatible with existing LoRa end devices.
Thus, we implement the LoPhy transmitter using COTS
devices to show its feasibility and compatibility.

Transmitter. Fig. 13 presents the prototype of the LoPhy
transmitter. The transmitter consists of three parts, an Arduino
Mega microcontroller board [29], a PE43702 7-bit RF Digital
Step Attenuator (DSA) [30], and an SX1276-based RFM95
LoRa module [31]. The transmitter uses an omnidirectional
antenna with 2 dBi gain. Note that LoPhy only introduces the
attenuator as the extra device and does not need any specific
hardware modifications. The attenuator covers a band ranging
from 9 kHz to 4GHz, which contains ISM bands utilized by
LoRa in different countries and regions. At run time, we
use the Arduino to control the attenuator and the LoRa chip
simultaneously. The transmitter can be powered by a battery
or a power bank.

Receiver. The receiver is based on an RTL-SDR v3 [32],
a low-cost SDR device, and an omnidirectional antenna with
2 dBi gain. Adopting SDR devices for prototyping is a com-
mon practice in the research community [23], [33], [34]. The
sampling rate of the RTL-SDR is 1Msps. We use a Thinkpad-
T440p laptop (i7-4700MQ, 2.4GHz, 7.5G RAM) to collect
data from the RTL-SDR.

Cost. LoPhy requires to equip additional devices on both
LoRa gateway and end devices. For the transmitter, LoPhy
integrates the attenuator into a standard LoRa end device,
which costs about US$20. For the receiver, the price of an
RTL-SDR v3 is about US$25.

2) Approximate Chirp Synthesization: The attenuator used
in the LoPhy transmitter is a step attenuator covering a
31.75 dB attenuation range in 0.25 dB steps. However, the
frequency of a chirp increases or decreases linearly over time,
which cannot be achieved by the DSA due to its discrete
operation mode. LoPhy addresses this issue by approximate
chirp synthesization, i.e., approximating a covert chirp as a
sequence of discrete frequency levels, as shown in Fig. 14.

The microcontroller adjusts the attenuation depth to create
a different amplitude for a certain dwell time, denoted by
∆T . Each legitimate chirp is evenly divided into Tsc

∆T parts to
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Fig. 15: Indoor experiments deployment and results.

perform approximate chirp synthesization. In this way, the in-
phase value (I value) of the covert chirp is embedded into the
amplitude of the legitimate chirp. The shorter the dwell time,
the I value of the approximate chirp is more like that of an
ideal chirp. After imaginary part generation and de-chirping,
the covert chirp can achieve SNR gain as the legitimate chirp.
The DSA takes some time when switching to a new attenuation
state, which is known as switching speed and settling time.
From the datasheet, the total time for switching is about
10.65µs. From our empirical measurements, we set the dwell
time as 500µs. Compared with the dwell time used in our
setting, the switching time is negligible.

VI. EVALUATION

In this section, we conduct extensive experiments and
simulations in various settings to evaluate the performance of
LoPhy.

A. Indoor Experiments

Setup. We evaluate the performance of LoPhy in a concrete
building with four floors. Fig. 15 illustrates the floor plan of
the 4th floor. We use our LoPhy prototype as the transmitter
to transmit both legitimate and covert messages. We use an
RTL-SDR dongle as the covert receiver. For the legitimate
receiver, we use a COTS LoRa end device. We set SF =
12, BW = 125kHz for the legitimate channel and SFc =
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5, BWc = 80Hz for the covert channel. The transmission
power of LoPhy transmitter is 20 dBm and the receive gain
of the covert receiver is 49.6 dB. We adopt a power decay of
d = −1 for the power adjustment. The dwell time ∆T of the
DSA is set to be 500µs. We set the default sampling rate of the
covert channel receiver as 1MHz. The payload of the covert
message consists of 48-bit useful information. In addition to
the sync word before payload which is 10-bit, the total length
of the LoPhy frame is 58 bits.

We deploy the transmitter in a lab on the 4th floor. Then,
we carry the receiver to seven different locations, as shown in
Fig. 15. The locations represented by yellow circles (#1-#5)
are on the same floor as the transmitter. The locations repre-
sented by the yellow triangle (#6) and the yellow rectangle
(#7) are on the 3rd floor and 2nd floor, respectively. At each
location, the transmitter sends 100 packets. We use Bit Error
Rate (BER) to measure the covert channel communication
performance and Symbol Error Rate (SER) to measure the
impact on the legitimate channel.

Results. Fig. 15 presents the BER of the covert communica-
tion at different locations. The BER is 0% when the receiver
is at location #1 and #2 because the transceivers are in the
same lab and have line-of-sight (LOS) propagation paths. The
BER increases when there are more obstacles between the
transmitter and the receiver due to extensive non-line-of-sight
(NLOS) propagation. Additionally, the SER of the legitimate
LoRa remains 0% at each location, which means that LoPhy
does not affect the legitimate channel transmission in this
experiment.

B. Outdoor Experiments

Setup. We conduct the experiments in different outdoor
environments to evaluate the performance of LoPhy at dif-
ferent distances. We conduct experiments at a playground
(Fig. 16(a)), along a road (Fig. 16(b)), and by a lake (Fig. 16(c,
d)). The parameters of the legitimate channel and covert
channel are all same as that of indoor experiments. The
transmitter and the receivers are placed on tripods during the
experiments.
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Fig. 17: Outdoor experiments results.

For the experiments at the playground, as shown in
Fig. 16(d), we fix the position of the transmitter and carry the
receivers to different locations, which are 50m, 100m, 150m,
and 190m away from the transmitter, respectively. For the
experiments along the road, as shown in Fig. 16(e), we fix the
position of the transmitter and move the receivers to visit four
positions, which are 280m, 350m, 450m, and 600m away
from the transmitter, respectively. There are a lot of moving
and still obstacles on and along the road, including vehicles,
passengers, and trees. For the experiments by the lake, as
shown in Fig. 16(f), we fix the position of the transmitter and
move the receivers to four positions, which are 700m, 800m,
900m, and 1000m away from the transmitter, respectively.
The electromagnetic waves travel on the lake with no obstacles
other than a few boats. At each location, the transmitter sends
100 packets. We then measure the BER of LoPhy and the
SER of LoRa at each location.

Results. Fig. 17 presents the BER of the covert com-
munication and SER of the legitimate communication of
different distances. As we can see, the BER of LoPhy is
0% on the playground. On the road, the BER is very low
and shows a winding upward trend with the distance. When
by the lake, LoPhy presents a BER of less than 4% at
700m, 800m, and 900m. The BER increases to 26.15% at
1, 000m. To investigate this issue, we check the Received
Signal Strength Indication (RSSI) of the signal. The RSSI
at 700m, 800m, 900m, and 1 km are −100 dB, −108 dB,
−113 dB, and −126 dB, respectively. As we can see, the
received signal strength decreases with long propagation dis-
tances, which indicates that the signal suffers more attenuation
and interference.

The SER of the legitimate LoRa remains 0% at each loca-
tion, which means that LoPhy does not affect the legitimate
channel transmission in the experiments.

C. Covert Channel under Longer Distances

The rationale behind LoPhy is to trade SNR for increased
capacity in strong and reliable links. As the transmission
distance increases, the channel quality deteriorates, affecting
both the legitimate and covert channels. Consequently, we do
not recommend establishing the proposed covert channel for
weak legitimate links.

In our studies, we have demonstrated that the legitimate
channel achieves an almost 0% SER at a distance of 1 km,
despite the high BER of the covert channel. This indicates
that the covert channel’s quality is poor at a distance of
1 km. Furthermore, for longer distances, the attenuation caused
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Fig. 19: Performance comparison between LoPhy and
CloakLoRa.

by factors such as obstructions can render the amplitude
information of the covert channel indistinguishable, effectively
making it non-existent from the receiver’s perspective. Overall,
the impact of the covert channel on the legitimate channel
under weak channel quality is not a factor that we need to
consider in this context.

D. Comparison with State-of-the-art System

We compare LoPhy with CloakLoRa [20], which is the
state-of-the-art system, through field experiments and simula-
tions to understand: (1) their impacts on the performance of
the legitimate channel; and (2) their BERs and throughputs;
and (3) their SERs in different SNRs. Since CloakLoRa is
not publicly available, we reproduce it according to [20].

1) Experiments: To fairly compare these two approaches,
we adopt the same setting for the legitimate channel, i.e.,
SF = 8, BW = 250 kHz. Also, we need to make the
throughput of these two methods as close as possible. Thus,
we set SFc = 5, BWc = 80Hz, and d = −0.9 for LoPhy.
For CloakLoRa, we adopt its default setting. As a result,
throughputs of LoPhy and CloakLoRa are 520.8 bps and
500 bps, respectively.

As shown in Fig. 18(a), we conduct experiments at distances
of 100m, 200m, 300m, 400m, and 500m. We use USRP
B210 [35] as Tx and RTL-SDR dongle as Rx. The Tx power
is set to 17 dBm, and Rx gain is set to 30 dB. At each location,
we send 100 packets using LoRa (without covert embedding),
LoPhy, and CloakLoRa, respectively. The payload length of
LoPhy and CloakLoRa is 50 bits. We then measure Packet
Delivery Ratio (PDR), RSSI, SER of the legitimate channel,
and BER of the covert channel.

Results. Fig. 19(a) illustrates the impact of LoPhy and
CloakLoRa on legitimate channel. Compared with the orig-
inal LoRa, we can see that both LoPhy and CloakLoRa
weaken the RSSI of the legitimate channel but do not affect
the decoding accuracy of the legitimate channel across all
distances. For PDR, they are all 100%. Fig. 19(b) shows

that LoPhy has a lower BER at every distance compared
with CloakLoRa, which means that LoPhy is more resilient
to noise. Note that CloakLoRa has a 36.694% BER when
the transmission distance is 500m while LoPhy only has a
1.917% BER.

2) Simulations: We conduct some simulations using GNU
Radio [36], a software that provides signal processing blocks
to implement software-defined radios and signal-processing
systems, to measure the SER of the covert channel under
different SNR settings. We add Additive White Gaussian Noise
(AWGN) to the signal to quantitatively measure the impact
of noise on the SER. Fig. 20(a) presents the SER of the
covert channel with different SNRs. Different lines represent
different bit rate settings of the covert channel. As we can see,
LoPhy maintains 0% SER when SNR is higher than −5 dB.
If we lower the bit rate, e.g., bit rate = 200 bps, the proposed
covert channel can be super resilient. In contrast, CloakLoRa
cannot maintain a low SER when SNR is lower than 0 dB
even the bit rate is lowered to 200 bps. We compare the noise
resistance of LoPhy and CloakLoRa at the same bit rate
by calculating the SNR under which they reach 0% SER. As
is shown in Fig. 20(a), they respectively achieve 0% SER at
SNR of −15 dB and 3 dB at the same bit rate of 200 bps. In
conclusion, LoPhy has about 63× (10

3
10 /10

−15
10 = 63.0957)

gain on noise resilience.

E. Numerical Study

Due to hardware limitations such as the dwell time of
DSA, the LoPhy prototype does not support all parameters.
To understand the performance limits of LoPhy, we further
implement LoPhy in GNU Radio. Specifically, we conduct
experiments to explore the maximum covert channel band-
width, and the maximum covert channel bit rate.

Maximum bandwidth of the covert channel. In CSS
modulation, the bandwidth affects the maximum bit rate when
the sampling rate of the SDR receiver is fixed. Thus, it is
important to learn the maximum covert channel bandwidth.
The sample numbers per symbol, denoted by Ns, can be
expressed by

Ns = srs · Tsc = srs · 2SFc

BWc
, (16)

where srs denotes the sampling rate of the SDR receiver
and Tsc represents the symbol time in the covert channel.
For an SDR receiver, its sampling rate srs is fixed when
receiving the signal, which can be taken as a constant. Thus,
in Eq. 16, given a fixed srs and SFc, the sample numbers per
symbol Ns is the decisive factor and inversely proportional to
BWc. Note that Ns has a lower bound to ensure the decoding
accuracy of the covert channel. Mathematically, CSS requires
at least 2SFc sample points per chirp to perform an FFT to
recover the initial frequency. Then, we compute the sample
numbers per symbol point by point for each spreading factor
to get the minimum value that can meet the requirement
of BER equal to 0 by simulation. Fig. 20(b) presents the
simulation results when the receiver has a sampling rate srs
of 1MHz. For example, if the receiver receives a covert chirp
with no less than 2,048 sample points when SFc = 9, it
can decode the chirp correctly. What’s more, we can find
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Fig. 20: SER comparison of LoPhy and CloakLoRa and simulation results of the minimum sample per symbol, maximum
bandwidth, and maximum bit rate of the LoPhy.

that the relationship between 2SFc and the minimum sample
per symbol in Fig. 20(b) verifies the Nyquist’s theorem [37].
Therefore, according to Eq. 16 and Nyquist’s theorem, if we
want to achieve a larger bandwidth for a certain spreading
factor SFc, we can increase the sampling rate srs of the
receiver. Fig. 20(c) shows the maximum bandwidth of different
spreading factors when the receiver has different sampling
rates. If we use a receiver with 1MHz sampling rate, the
maximum bandwidth of the covert channel is about 250 kHz
across all spreading factors.

Maximum bit rate of the covert channel. The bit rate of
the covert channel can be expressed by

bit rate =
SFc

Tsc
=

SFc

(
2SFc

BW c
)

= BW c ·
SFc

2SFc
,

(17)

where SFc is the spreading factor, Tsc is the symbol time, and
BWc is the bandwidth. The bit rate is numerically propor-
tional to the bandwidth BWc and related to spreading factor
SF c. Based on the previous results of maximum bandwidth,
we can calculate the maximum bit rate of different spreading
factors accordingly, as shown in Fig. 20(d). The covert channel
can reach a maximum bit rate of 150 kbps with srs = 1MHz
and SFc = 3. The maximum bit rate decreases with the
increase of SFc. Same as the bandwidth, the bit rate is
proportional to the sampling rate srs of the receiver. Thus,
the maximum bit rate changes for a certain spreading factor
with the sampling rate accordingly.

F. Compatibility

1) Coexistence with the security mechanism: We observe
that current LoRaWAN secures the application layer and
network layer with symmetric encryption and it does not
examine physical layer communication parameters, therefore
the amplitude change of PHY does not affect the security
mechanism.

2) Compatibility with CurvingLoRa: CurvingLoRa [10]
boosts the capacity of concurrent LoRa transmissions by re-
placing linear chirps with their non-linear counterparts at PHY.
Thus, we examine the feasibility of implementing LoPhy
on CurvingLora to acquire better performance on both
the channel capacity and concurrent transmissions compared
to the original LoRa. Fig. 25 presents the spectrogram of a
CurvingLoRa chirp before and after covert channel embed-
ding. The preliminary results show that LoPhy is compatible
with CurvingLoRa.
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Fig. 21: Outdoor CAD results. The CAD efficiency of LoPhy
is 100% at distances less than 600m, and it decreases to 98%
when at 700m on the road.

Fig. 22: Results of ray tracing emulation on the road.

3) Compatibility with Channel Activity Detection: LoRa
recently included channel activity detection (CAD) as a power-
optimized mechanism to detect preamble chirps [38]. CAD
can detect signals below its noise floor by performing a
receive operation correlation on the received samples. In §V-B,
the theoretical analysis of how the power variation of the
covert channel affects the legitimate channels is provided. The
receiving sensitivity of CAD can be changed by configuring
parameters. We select the optimal parameters defined by [38]
to ensure good detection accuracy.

We conduct experiments to evaluate the practical impact of
the adjusted power of preamble on CAD, i.e., whether the
signals with covert channel embedding can be detected by
CAD. As shown in Fig. 15, we deploy the transmitter in a lab
on the 4th floor and the receiver to seven different locations.
At each location, the transmitter sends 100 packets. We use
CAD efficiency to measure the impact on CAD. For all seven
locations, CAD can detect all the packets with covert channel
embedding, i.e., the CAD efficiency is 100% at each location,
which means that LoPhy slightly affects the CAD of the
legitimate channel in this experiment. For outdoor setups in
Fig. 16(b), we similarly fix the LoPhy and LoRa transmitter
separately and move the receiver to five different distances
on the road, i.e., 280m, 350m, 450m, 600m, and 700m to
measure the impact of the covert channel on CAD efficiency
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at different locations. At each location, the transmitter first
sends 100 LoPhy packets and then sends 100 LoRa packets.
As CAD is designed to detect legitimate channel activity, we
only use a COST LoRa end device as the receiver to perform
CAD and record SNR readings. Note that the measurements
for LoPhy and LoRa are not conducted simultaneously, and
the SNR may vary depending on road conditions. Fig. 21
shows the results of CAD efficiency and SNRs of LoPhy and
LoRa. The CAD efficiency of LoPhy is 100% at distances
less than 600m, while it decreases to 98% when at 700m on
the road. Compared to the results of 100% of LoRa, we can
see that the embedding of the covert channel slightly impacts
the CAD efficiency of the legitimate channel. When exceeding
450m, the error bar is higher and presents a random variation
due to the dynamic changes in road conditions.

We further emulate the measurements using Sionna RT [39],
a 3D ray tracing tool for analyzing radio wave propagation.
As shown in Fig. 22, the signal strength attenuates as dis-
tances increase due to obstacles along the path. Beyond a
distance of 450,m between the transmitter and the receiver,
signal attenuation becomes significant, resulting in variable
channel quality at the receiver, which is consistent with our
experimental findings.

4) Attenuator and amplifier: LoPhy utilizes a radio fre-
quency programmed attenuator to reduce the power of the
signal, ensuring compliance with power restrictions in various
countries and regions. As described in the modulation depth
section (§V-B), it is also possible to combine the attenuator
with an amplifier to adjust the signal power, achieving both
extended range and compliance with the power regulations
of the ISM band. It is important to note that using only an
amplifier is not sufficient, as it can only amplify the signal by
a fixed magnification factor, rather than providing continuous
amplification with varying amplitude levels over time.

5) Impact on FSK transceivers: On the ISM band, there
are a lot of other signal sources, e.g., the incumbent FSK
transceivers in the US. The LoRa and LoPhy signals would
similarly have a slight impact on the other FSK transceivers
on the same ISM band when these signals’ power is similar.
However, as long as the LoRa signal is strong enough, it will
still largely influence FSK no matter how LoPhy impacts
LoRa in terms of power. It means that it is a matter of SNR.

VII. LOPHY ENABLED APPLICATIONS

While an adversary might attempt to exploit LoPhy by
gaining physical access to the LoRa devices in order to leak
information, this is not our primary use case for the covert
channel. Instead, we envision the channel being utilized by
cooperative applications to send additional information. In
this section, we demonstrate the potential applications that
can be enabled by LoPhy, including channel aggregation and
data timestamping. We also present a detailed case to help
understand the applications of the proposed covert channel.

Channel aggregation. LoPhy boosts the data rate of LoRa
by aggregating the legitimate channel and covert channel. If
both channels are known by the transceiver, the user can utilize
them for data transmission. The maximum data rate of LoRa’s
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Fig. 23: Bit rate of different channels and SER of the covert
channel.

Fig. 24: A LoRa frame embedded with its data timestamping
in the covert channel.

legitimate channel ranges from 1, 171 bps to 37, 500 bps in
various sets of parameters [38]. Fig. 23(a) illustrates the
maximum data rates of the legitimate channel and the covert
channel using different settings. We can see that, if the user
can aggregate the two channels, the data rate can be boosted
significantly. Note that the parameter setting (e.g., SF) of the
legitimate channel does not affect the covert channel because
the covert channel modulates on the power amplitude of the
legitimate channel signal. Thus, the user can configure the
covert channel according to SNR conditions to boost the data
rate.

We also demonstrate some simulations in GNU Radio to
explore the SER of the covert channel with different SFs
and data rates at different SNRs. The simulation parameters
are set to be SFs and their corresponding maximum bit rate.
Fig. 23(b) shows the results and it illustrates that the SER of
the covert channel in different SFs can be very low and it is
nearly 0% when SNR is not less than -10dB which is enough
to communicate for long distances in real circumstances.
According to the analysis, we build a reliable and super
resilient covert channel over LoRa’s PHY and it can improve
LoRa’s original communication rate largely. It can be used in
the smart industry to transmit more sensor data at a low cost.

Data Timestamping. Data timestamping helps record the
time of interest in terms of wall clock, which is a basic system
function required by data collection applications for moni-
toring. In LoRa, there are two approaches to achieving data
timestamping, i.e., sync-based and sync-free [25]. Specifically,
for the sync-based approach, the end nodes are synchronized
to the global time using clock synchronization protocols. Time
synchronization helps correct the clock drift of the end device
so that the end device can timestamp the sensor measurement
locally. However, clock synchronization introduces consider-
able communication overhead to LoRaWAN due to its limited
bandwidth. The sync-free approach avoids the communication
overhead by sending the data once generated. However, the
sync-free approach is not applicable to all applications and is
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vulnerable to replay attacks [40].
LoPhy balances the efficiency and security of data times-

tamping in LoRaWAN by encoding the data timestamp in
the covert channel. Specifically, as shown in Fig. 24, LoPhy
end node transmits the message and the timestamp using
the legitimate channel and covert channel, respectively. The
gateway decodes the payload and the timestamp accordingly.

VIII. RELATED WORK

Covert channels. The covert channel exploits the physical
properties of the legitimate channel to transmit data that
can bypass network security inspection [21]. Prior studies
leverage a broad spectrum of mediums to design covert
channels, including multimedia content [41], wired network
protocols [42], [43], wireless communication [44], [45], ther-
mal emanation [46], acoustic emanation [47], electromagnetic
radiation [48], [27], and backscatter [49]. Specifically, some
recent works implement wireless covert channels by hacking
the passband modulation techniques, e.g., OFDM [50], [51],
constellation-based modulation [52], [53]. For example, intro-
ducing an artificial CFO in OFDM can create a physical layer
covert channel in Wi-Fi [45]. However, these works are not
applicable to LoRa, which has a longer transmission distance
and unique modulation scheme.

The most related work to LoPhy is CloakLoRa [20],
which modulates the amplitudes of LoRa chirps which is
orthogonal to CSS, to embed covert information into a le-
gitimate LoRa packet while the frequency of the signal is not
changed. However, CloakLoRa adopts the OOK modulation
scheme, which is known as not resilient to noise and has a
limited communication range. Differently, LoPhy utilizes CSS
modulation to boost the communication range of the covert
channel.

LoRa/LoRaWAN. As a promising and state-of-the-art
physical layer wireless standard for LPWAN, LoRa has at-
tracted increasing attention both from academia and industry.
Researchers have devoted significant efforts [54] to improv-
ing the communication performance or enabling new appli-
cations of LoRa and its data link layer specification, i.e.,
LoRaWAN. To improve communication performance, existing
studies adopt various techniques to modify the physical layer
or design new MACs, e.g., collisions resolving [9], [10],
low-SNR demodulation [7], carrier-sense multiple access, and
parameter optimization [55], [56]. To enable new applications
beyond communication, researchers investigate the physical
properties or employ advanced signal processing techniques,
e.g., end device localization [11], [12], [13], cross-technology
communication [57], [58], wireless sensing [15], [59], and
backscatter [60], [61], [62].

Different from prior studies of LoRa, LoPhy builds a
resilient and high throughput covert channel over LoRa PHY.
LoPhy modulates covert chirps into the amplitude of LoRa
signals without affecting the legitimate channel. LoPhy fur-
ther challenges the common belief that the covert channel is
a security threat by demonstrating two specific applications,
which improve the throughput and energy efficiency of LoRa.

(a) CurvingLoRa chirp w/o em-
bedding.

(b) CurvingLoRa chirp w/ em-
bedding.

Fig. 25: Comparison of the spectrogram of a CurvingLoRa
chirp before and after embedding the covert channel.
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Fig. 26: Replace CSS with DSSS in LoPhy (SNR=−20 dB).

IX. DISCUSSION

Good or evil? The network admin may propose a coun-
termeasure if prior knowledge of LoPhy is available. From
our experiment results, the existing LoRa end devices can-
not detect LoPhy by simply inspecting the performance of
the legitimate channel. Although covert channels have been
viewed as a type of malicious attack for a long time, there are
some research works that leverage covert channels to create
an out-of-band channel for system security enhancement [63],
[64]. Our work is primarily motivated by scenarios where the
”covert” channel is used by cooperative agents to augment
the communication of legitimate applications, as opposed to
being used by an adversary. As presented in §VII, LoPhy
enables new applications that improve the performance of the
legitimate channel. The theoretical and experimental results
call for further research on rethinking the use of the covert
channel in LPWAN.

Error detection and correction. We append Cyclic Redun-
dancy Check (CRC) to the payload to detect the transmission
error. The results show that all errors can be detected by CRC
within the range of 900m. Although we can implement an
error detection and retransmission scheme for LoPhy with
CRC, it is desirable to design an error correction scheme to
reduce retransmission. We leave this issue for our future work.

Generalization to other spreading spectrum techniques.
For the modulation scheme in the covert channel, we adopt
CSS which is one of the spreading spectrum techniques.
Besides CSS, we also implement Direct Sequence Spread
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Spectrum (DSSS) in the covert channel to achieve the noise
resilience gain. The preliminary results, as shown in Fig. 26,
indicate that the performance is considerable when SNR downs
to −20 dB.

Noise and interference. There is a lot of noise and
interference on the license-free ISM band due to its open
nature, including the environment background noise, e.g.,
additive white Gaussian noise or Rayleigh scattering noise,
etc, and the interference from other radio-frequency (RF)
technologies, e.g., signals from other LoRa/FSK transmitters
or other transmitters operating within the same frequency
band. LoRa is a PHY layer protocol and can achieve collision
avoidance through its incorporated MAC layer design. For
example, LoRa can leverage CAD to enable Carrier-Sense
Multiple Access (CSMA) to detect the free channel and avoid
channel collisions [8]. However, LoPhy operates as a covert
channel over LoRa PHY, which means that LoPhy cannot
actively address signal interference problems.

X. CONCLUSION

We present LoPhy, a new covert channel over LoRa
physical layer, which is super resilient to noise and has high
throughput. We implement the proposed covert channel on
COTS LoRa end devices and conduct extensive experiments
and simulations to evaluate its performance. Compared with
the state-of-the-art covert channel implementation over LoRa
PHY (i.e., CloakLoRa), LoPhy brings significant perfor-
mance improvements in terms of noise resilience and bit
error reduction. By achieving this, LoPhy further enables
new applications for LoRa to improve its throughput and save
energy. These results call for further research on leveraging the
covert channel to improve the performance of the legitimate
channel.
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